VPN on a Windows 11 system

Step 1 - VPN application

1. Inorder to use IFJ VPN, first you have to apply for a VPN account on net.ifj.edu.pl site.
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SIGN IN

Login:|name‘sumame@ifj.edu.pl |

Password: | ................... |

2. After logging in, click the Accessess button and then VPN > Apply.
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IFJ Accesses

Service Status Action Information

Eduroam Active DISABLE
Sshgate Active

Federacja Inactive CREATE ACCOUNT

SS0 - Single Sign-On
ACCOUNT MANAGEMENT

Q000

-

Rodbuk Activi

Single sign-on is an authentication method, which allows the user to access a variety of services with a single login. It works in similar way to
FEDERATION - logging in to IFJ gives access to other software systems e.g. RODBUK.

CAUTION! System is still being tested.

3. And click Create account button
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Functions
Create account - apply for a new VPN account
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4. Now wait, until the administrators add your account. When it is added, a new information
needed for VPN client configuration, will be added to the VPN page. Additionally, you can

use this page to extend validity of your VPN account

DSK

i DZIAL SIECI KOMPUTEROWYCH IFJ PAN Uslugi Porady Formularze Pracownicy
Zalogowany: grzegorz.debski@ifj.edu.pl (gdebski) LOGOUT
|

VPN Accounts

Login Expiration date Remaining Max extension

O N 202511-23 09:59:58 180 days 185 days

I:I days m DELETE VPN ACCOUNT

Functions:
? Extend - extends accounts validity period
? Delete VPN Account - deletes VPN account and sends e-mail confirming it's deletion

How to install

For Windows and Mac OS X you downolad vpn client from https://vpn.ifj.edu.pl .
Installing vpn client for windows

For Linux, install a standard IPSec client - vpnc (using packages).
Installing vpn client for ubuntu

Parameters for IPsec client:

Gateway: vpn.ifj.edu.pl

Group Name: I[FJ-USERS

Group Password: I
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Step 2 — VPN client configuration

1. Now, we can download VPN client. Click the link from the How to install section.
2. Login to GlobalPortect portal using credential from the email sent to You by Administrator.

% paloalto

NETWORKS

GlobalProtect Portal

Username

LOG IN

3. Download Windows 64 bit GlobalProtect agent installer.

%/» paloalto

NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent

[Pownload Windows 64 bit GlobalProtect agent]

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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4. Run the installer. It doesn’t matter where on the machine it is installed. You may be asked

for Your (or Administrator’s) password.

"H GlobalProtect = s

Welcome to the GlobalProtect Setup Wizard,/, paloa_l!:p'

The installer will guide you through the steps required to install GlobalProtect on your computer.

WARMIMG: This computer program iz protected by copyright law and intermational treaties.
Unauthorized duplication or distriibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

< Back Cancel

"H GlobalProtect = =

Select Installation Folder

% paloalto

The inzstaller will install GlobalPratect to the following folder.

Tainstall in thiz folder, click "Mext". Toinstal to a different folder, enter it below or click “Browse".

"H GlobalProtect = s

Confirm Installation

The installer is ready to install GlobalProtect on your computer.

Click "Mext" to start the installation.

< Back

Cancel

Folder:
C:vProgram Files\Palo Alta M etworksGlobalPratect', Browse...
Dizk Cost...
< Back Cancel
"H GlobalProtect = *

Installation Complete

%7 paloalto

GlobalProtect has been successfully installed.

Click "Cloze" to exit.

Fleaze use Windows Update to check for any critical updates to the \MET Framework.

¢ Back Cancel

Clogze

5. If everything was installed correctly, GlobalProtect agent will automatically start. It can be
found in the System Tray. Click on it to connect to the IFJ VPN.
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6. Click Get Started.

# paloalto’ | GlobalProtect

Welcome!

(N

2%
¥ ~§ :::l &
GlobalProtect extends security policies
to all mobile users to eliminate remote
access blindspots and strengthen
security.

Get Started
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7. Enter vpn.ifj.edu.plin the Portal field.

Not Connected

Enter the portal address to connect
and secure access to your applications
and the internet.

Portal

vpn.ifl.edu.pl
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8. Finally, log in using the same credentials as in the GlobalProtect portal

Enter login credentials

Usemame
Username
Password
[TITITTITITITITTY]
Connect

Cancel
M I N S W T o S, VTS R

ENG 12:55
~ & L Lf @) 28/05,/2025 &

9. We are now connected to the VPN

# paloalto’ | GlobalProtect

Connected

SSLVPN_GW

Best Available Gateway
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In case of issues with configuration, contact DSK department:
* E-Mail — admin@ifj.edu.pl
* Phone number — 8296
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